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	COMMISSIONING CHECKLIST

	Location Name/State
	ID:

	No.
	Evaluation Criteria
	SAT
	N/A
	REMARKS**

	7.
	IT Security
	

	7.a
	IP Address. Assign the RWS an IP address on the appropriate domain.
	
	
	

	7.b
	Remote Access Authorization. Automatic Windows Updates are enabled in the current configuration. If Remote Access is required then document authorization and settings.  
	
	
	

	7.c
	Office Conduct Vulnerability Scan.  Attach copy to this report.
	
	
	

	7.d
	Ensure Auditing Is Enabled.
	
	
	

	7.e
	Incident Reporting Procedures. Verify that all Users are aware of reporting procedures.
	
	
	

	7.f
	CM Policy and Procedures.  Verify that all Users are aware of Configuration Management process and procedures.
	
	
	

	7.g
	NOAA IT Security Awareness Training.  Verify course completion certificates for all RWS Users.
	
	
	

	7.h
	Rules of Behavior. All RWS Users acknowledge RWS-specific rules of behavior.
	
	
	

	7.i
	Record software configuration identification. Record the information listed on the Ghost and RWS application software CD labels in box below.
	
	
	

	7. j
	Standard Operating Procedures. 
	
	
	


**Document significant Non Applicable (N/A) ratings and all commissioning notes in the Remarks section.
	RWS Software Configuration Identification:
Record the information on each CD label here:

CD#1:____________________________

CD#2:____________________________
CD#3:____________________________
CD#4:____________________________



	Remarks



Evaluation Criteria:
	7.
	  Successful Completion of RRS IT Security
	Criteria Applies To
	Input Provided By

	7.a
	IP Address.  Office Network Administrator will assign the RWS an IP address on the appropriate domain.  The RWS connection to the NWS office LAN is used for transmission of the coded upper air messages generated by the RWS to the NWSTG (through AWIPS), daily distribution of the archive files to NCDC for archiving, automated receipt of MS Windows and McAfee updates, and time checks.  The office LAN provides connectivity for these purposes only. The RWS System Administrator will record  the IP address. 

	RRS Site Manager, RWS System Administrator
	

	7.b
	Remote Access Authorization.  Automatic Windows Updates are enabled in the current configuration. The RWS prevents Windows update and McAfee from running while RWS is running.  When RWS is finished, then Windows update is allowed to run automatically as well as Virus Updating. No other remote access to the RRS Workstation is allowed unless authorized by the FSOC.  If remote access is required, then the Upper Air Systems Specialist at Region Headquarters shall obtain authorization in writing (e.g., Email) from FSOC.


	Upper Air Systems Specialist at Region Headquarters
	

	7.c
	Office Conduct Vulnerability Scan. The RRS System Administrators will conduct a vulnerability scans and document the results. Corrective action will be coordinated with FSOC and tracked by the RRS ISSO who will submit Plan of Action and Milestones (POA&M) inputs to the NWS OCIO. Ensure that at least one vulnerability scan has been done on RWS with Ghost CDs version 1.07 (or later). There should be no high vulnerabilities as a result of this scan.  When completed, attach copy of the abbreviated scan output to this report.
	FSOC Upper Air Program Manager,
FSOC Information System Security Officer, RRS Site Managers, RRS System Administrators, Upper Air Systems Specialist and ITSO at Region Headquarters
	

	7.d
	Ensure Auditing is Enabled.  The RWS is configured to use the following Windows auditing capabilities:

· Tracking of failures in logon events, object access, policy change, privilege use, and system events.  
· Delay after a failed logon attempt.

The RWS provides the following audit capabilities:

· RWS message log.

· The Flight Database file includes flight information and associated information such as status messages (e.g., balloon release and burst times) and check messages.
· Event logs include the debug logs and other logs such as the Signal Processing System log.


	RRS Site Managers, RRS System Administrators
	

	7.e
	Incident Reporting Procedures. Verify that all Users are aware of incident reporting procedures.  Report known or suspected security incidents, including unauthorized use of NOAA computer resources, to the local security focal point, and to the NOAA Computer Incident Response Team (N-CIRT), by calling (301) 713-9111 and using NOAA Form 47-43. All incidents must be reported with 24 hours of detection.  The RRS Site Manager shall notify the Regional Headquarters Upper Air Program Manager and the ITSO within FSOC (Observing Systems Branch), OPS22 by email.

	RRS Site Manager
	

	7.f
	Configuration Management.  The Office of Operational Systems will maintain the configuration records for the RRS (hardware and software).  Proposed changes will be controlled through the NWS Change Management Process per National Weather Service Instruction 30-1203.   Any changes to the system configuration beyond the scope defined in nationally issued instructions or manuals will require Configuration Control Board approval before implementation.  Issues in system performance or operations should be reported through the RRS Hotline.  In accordance with NWSI 30-1203, a change request must be approved before any change can be made. However, the RRS Site Manager, in coordination with the office Electronic Systems Analysts (ESAs) and Upper Air Systems Specialist at Region Headquarters, may authorize temporary modifications to restore critical system(s) operation in an emergency. After the emergency, the system(s) will be restored to original configuration. Each RRS Site Manager will ensure the RWS remains standardized under NWS policy and prescribed configuration.

	RRS Site Manager, RWS System Administrator
	

	7.g
	NOAA IT Security Awareness Training.  All users must complete the NOAA IT Security Awareness course (online) and provide a copy of course completion certificate
	RRS Site Manager, RWS System Administrator, Field Staff Observers, and Trainees
	

	7.h
	RWS-Specific Rules of Behavior. All users must acknowledge RWS-specific rules of behavior as provided by the Regional Office Focal Point.  
· RWS is for RRS processing only. No other applications are to be installed and the only Internet access allowed is for Windows updates, Virus scan file updates, and time checks.   
· Only authorized software that is part of the RRS configuration is to be installed on the RRS Workstation.

· Every RRS user will be designated in writing.  Observers shall be certified to perform their duties.   

· Security related logs shall be backed up and retained for a minimum of 30 days. 
· Each user shall have an account and unique user identification and password.  User accounts are linked to the appropriate access level within the RWS application.
	RRS Site Manager, RWS System Administrator, Field Staff Observers, and Trainees
	

	7.i
	Record software configuration identification.  Record the information listed on the four Ghost and RWS application software CD labels.  This helps ensure that the correct CD’s were loaded into the RWS PC. At a minimum, Ghost CD’s must be version 1.07 or later.

	RRS Site Manager, RWS System Administrator
	

	7.j
	Standard Operating Procedures. Ensure that RWS Standard Operating Procedures are stored near the RWS PC and that RWS users have read and understand the SOPs.  At a minimum, the SOP for creating a strong password for users is required.
	RRS Site Manager, RWS System Administrator, Field Staff Observers, and Trainees
	


